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ABSTRACT originally proposed in [3]; furthermore, additional degrees of free-
dom with respect to that work are sought in the current paper, allow-

In this work Weber’s law is followed for designing a perceptually- . : R )
shaped side-informed data hiding scheme. The resulting method 19 to modify the quantlzat[oq regions used both at the embeddt_er
and the decoder sides. This is not just a formal addendum, but in

a generalized version of & logarithmic quantization algorithm Preact it allows to encompass several meaningful design alternatives to
viously pri h hors. i SR . - .
ously proposed by the authors, Closed formulas for analyzing thﬁ-\e logarithmic Dither Modulation (DM) in a unified framework.

embedding power and decoding error probability of this new metho
are provided, and experimental results showing its good behavior
against severe attacks are reported. 2. METHOD DESCRIPTION

Index Terms— Data hiding, Loga}rlthmlc watermarking, Per- 2.1. Notation and Framework
ceptually shaped watermarks, Weber’s law

We will denote scalar random variables with capital letters (&y.

1. INTRODUCTION and their outcomes with lowercase letters (ez§y. The same nota-

tion criterion applies to random vectors and their outcomes, denoted

Although a lot of attention has been typically paid to the perfor-in this case by bold letters (e.X, x). Theith component of a vec-
mance of data hiding methods in terms of capacity, probability of detor X is denoted asY;. In this way, the data hiding problem can
coding error, probability of detection, robustness, detectability (fronf€ summarized as follows: the embedder wants to transmit a sym-
a steganographic point of view), and more recently to their security20l b, which we assume to be binary € {0,1}), to the decoder
it is clear that the perceptual impact of the watermark embeddingy adding the watermark to the original host vectoxk, both of
has been usually undervalued. In this work we will exploit one ofthem of lengthZ. Merely for analytical purposes, we will model
the most extensively used criteria when dealing with perceptual corfese signals as realizations of random vecWfsandX, respec-
siderations, the so-calléfeber’s law This law establishes that the tively, being their components i.i.d.. L&a(-) be the base uniform
modification a signal must undergo in order to produce the smallestcalar quantizer, with quantization stép andD denote the dither-
noticeable difference is proportional to the magnitude of the signaind vector,D ~ U[-A/2, A/2]*. The power of the original host
itself. It has been used for characterizing the perceptual distortiosignal will be denoted by% £ E{X?}, whereas that of the wa-
over different kinds of contents (e.g. audio, image); depending otermark bysd, £ E{W?}, being valid in both cases for any as
the nature of the content, several peculiarities should be taken intthe components of the considered vectors are i.i.d.. The resulting
account when considering Weber's law (e.g., if it is applied in thewatermarked signal can be written gs= x + w. On the other
time or spatial domain, or in a particular frequency domain). Al-hand, the decoder receives the signat y 4+ n, wheren is a noise
though the Human Visual System is well-known to present othewector (which can be seen as realization of the random i.i.d. vector
characteristics (e.g., contrast sensitivity and masking), in this worlN, with 0%, £ E{N?}), and estimates the embedded symbol with
we have preferred to focus on Weber’s law for the sake of simplicitya suitable decoding function. In order to compare the power of the
Weber’s law is usually explicitly or implicitly taken into account host signal and the watermark, we use the Document to Watermark
in the data hiding literature for justifying the perceptual advantage oRatio (DWR), defined as DWR: 0% /o3, .
Multiplicative Spread-Spectrum (Mult-SS) in comparison with Ad-
ditive Spread-Spectrum (for e_xample, see [1]). Neverthelessg thes o Required properties of the proposed methods
methods are currently recognized to be outperformed (at least when
additive attacks are considered) by the methods following the sidéVe will first focus on the characteristics that make Mult-SS a good
informed data hiding paradigm (e.g., [2]). Therefore, one may-wonperceptually-shaped method, and then on those that provide side-
der if the perceptual advantages of the multiplicative data hidindnformed schemes with their high capacity. This will allow us
schemes could be also exploited by side-informed techniques. Inthie compile the properties that a perceptual side-informed scheme
work Weber’s law is followed for designing such an algorithm, ob- should verify, and use them to derive the structure of our scheme.
taining a generalized version of the logarithmic embedding scheme Concerning Mult-SS, the ratio between the watermark signal
TS work wal ed by Xunta. de Galicia undaides and the host is given by* = (—1)7s;, wheres is the so-called
is work was partially supported by Xunta de Galicia undesjdts ; s i
10°XIB322231PR (SCALLOPS). 2010165 (Consoidaton of ewen 21 P T8 ST BF L B T B SECEL
Units), and by the Spanish Government and the European Reginer n . . gtn. P
velopment Fund (ERDF) under projects DYNACS (TEC2010-21208- the value of the host signal; indeed, the watermark can be seen to be
02/TCM) and COMONSENS (CONSOLIDER-INGENIO 2010 CSD2008- bounded byw;| < n|a;| - |s|. It is worth noting the relationship
00010). between this ratio and Weber's law.




On the other hand, our study of side-informed data hiding meth- ¢ b d
ods based on quantization will focus on binary Dither Modulation \ l l
(DM) [2] using uniform scalar quantizefswhere the embedding % log(| - |) | DM |~ &0 y
function is given byy; = Qa (1:1 —us di) +%2 4.d; , whereas
the decoding function is generally defined as sign-)

arg min 2 — biA —d;i — Qa (zZ — bid - di) . (D)
bi 2 2 Fig. 1. Encoder block diagram of Generalized Logarithmic DM.
where we have used the natural (and no other base) logarithm with-

out loss of generality.

Finally, it is clear that/’ = {u)’"1} andif} = {u'y*2},

We will denote by/? the codebook used in thith dimension for
embedding the bib; = 0, i.e. U = {kA +d;,Vk € Z}, defined
as the set of the codeword§® £ kA + d;, wherek € Z. One can o)
similarly definel/; as the set of codewordg™' £ kA + £ +d;,  where bothk; andk; can take any integer value. Defining® ZU—O

wherek € Z. If the hidden bit isb;, theny; € U’ . It is easy . 0,0,k 0
. i the last set can be written = Y2 ko € Z}. AsU;
to see that¥; can only take values if—A/2, A/2], so the DM ﬁ” wn B = {vu;' 7y ks € Z} U 7

i K will not verify th tually shaped host i 1, itis straightforward to see that£ ~*, for any integetk. Since
watermark will not verify the perceptually shaped host-proportiona rom the fourth requirement, one must be able to derive the total

characteristic O.f the MUIt'S.S watermark. . codebook from just an arbitrary codeword, without knowing the bit
Therefore, in order to simultaneously accomplish the advantagei§iS related to, should verify: a) for any."°, vu*° e U}, b) for

of Mult-SS and DM, our proposed scheme will be required to Verify:anyuf’l, W?J € 10 yielding thaty — /2,

* mr; < w; <Ny, With e < 0andns > 0. Therefore, we conclude that any embedding technique simulta-
e The embedding is based on quantizing the host signal accordieously verifying those four properties will be described by
ing to quantization intervals that depend on the hidden bit. b A A) b A
1 Jr 7

e The centroids density is required to be minimum. log(|yi|) = Qa (10g(|l"z‘|) -5 —dite— o 5

e The total codebook, i.elt; = U |JU}, can be completely _ g (ni1) 00
determined by knowing any of its codewords (even not know-8Ndy: = sign(z;)-e°*"1¥:V, whereA = logy, d; = log(u; "), and
ing the symbol that codeword is related to), with 4. c= log(l + 12). Note thatd; is nothing but the d!ther determmm_g

i . . L . the shift of the considered codebooks, angstablishes the quanti-

The first requirement is a generalization of the constraint of pro

. . . Zzation region boundaries related to the centredd + b; A /2 + d;,
portionality to the host amplitude used by Mult-SS, where the Nedy here, dSe to the previously introduced bounds;en) S/c <A

aiive and positive pounds of the distortion intrqduced by thg water; dditionally, the described embedding scheme is valid regardless of
mark are not required to be the same, enabling the description e sign ofz;. An illustrative block-diagram of the embedder for

different embedding strategies (some of them already proposed We proposed method, and its relation witlassicalDM is shown

the literature). Concerning the third and fourth conditions, they are Fig. 1. Due to the presence of the boundary shifting vajue
motivated by robustness rules of thumb. A lower centroids densityesulti'ng' algorithm will be nameGeneralized Logarithmic DM

will provide better performance in presence of noise, as it will be (in Now, one just needs to set the valuesjofandss, i.e. the lower

general) more difficult to confuse the used centroid. On the othe nd upper boundaries, respectively, of the quantization region-corre

ha_nd, the symmetry of the _total C.OdebOOk ensurc_ed by the fqurth res'ponding to a given centroid. Several cases can be considered:
quirement is intuitively desirable in order to provide good distance 1 o
e m = —n2 = n2 = 277 the quantization interval boundary

properties between centroids of the two considered codebooks. ! ) ; - )
is located at the middle of the corresponding centroids. This

particular case is related to Mult-SS, due to the symmetry of
the allowed distortion with respect 9, so we will refer to it

For the sake of simplicity in the subsequent derivation we will fo- asMultiplicative DM.

cus on the case wherg > 0. This requirement will be dropped e 1+m = % = m = /7 — 1: the centroid is located

+di, (2)

2.3. Derivation of the proposed methods

later for a more general result. Taking into account the first and
third conditions introduced above, it is straightforward to see that the
thresholdz!""* between thekth and(k + 1)th quantization inter-

at the geometric mean value of the quantization interval, or
from a dual point of view, the two thresholds of the quantiza-
tion region corresponding to a given centroid are at the same

vals will verify uf % — "% — TR andyf T gtk = distance (in a logarithmic domain) from that centroid. There-

n2x'""*, so two consecutive centroids of the used quantizer will fore, we will refer to this method dsogarithmic DM

up T ildi = - = 271: the centroid is located at the arith-
follow “ip— = 12 2 4 yielding1 < 1+ 72 < v and * 2=y = 12 = 75 e centroldis locate

ulbi L+m Y gt = = metic mean value of the quantization interval, or from a dual

point of view, the two thresholds of the quantization region
corresponding to a given centroid are at the same distance (in
the original domain) to that centroid.

Nevertheless, whenever — 1, i.e. in the low-distortion regime,
calculating the Taylor's series around= 1 for the previous ex-
pressions ofj2, one can see that in all cases the result is given by

1>1+ ﬁl > % Therefore, for an arbitrary host valug, and em-

bedded bib;, one can find an integér such thatr; € [u" /(1 +

12),uf " /(14 m)), or equivalentlyy® < 2iqtn2) < k41 Con-
U,

. log(z; Zp’bi
sequently) can be obtained as = { os(o/u ) + log(1+"2)J,

log v log v

1The presented results can be generalized to scenarios minéiidimen- 2Throughout the remainder of the paper we will assume that aldga-
sional quantizers, multisymbol (instead of binary) hiddensags alphabets, rithms are used. The choice of other logarithm bases simptislena factor
and distortion-compensation are used. multiplying all the involved signals.
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Fig. 2. Detail of the location of the centroids)(in the natural do- 30
main wheny = 2, b = 0 andd = 0. The quantization region

boundaries obtained using = — are represented by red lines,
those corresponding tb+ 11 = —1— by green lines, and those to

1+m2
12 = —~ym1, by blue ones.

DWR [dB]
"
5
i

"’7_1 + O(Jy — 1]), asymptotically converging all of them to the
same method. In any case, the differences in the chosen centroid
due to the use of any of those methods can be considered as being 0|
produced by the use of a shifted version of the same quantization
regions in (2), or equivalently, by the multiplication of the original -0 5 ,
host signal by &°~“/2 factor. Fig. 2 illustrates the different cases. a
Concerning decoding, a similar rule to that in (2) could be de-
fined for determining the received bit (as it is typically done whenFig. 3. Comparison of the empirical DWR (solid lines) and its theo-
using DM) just by replacing; andd; in (1) bylog(|z;|) andd; — ¢/,  retical approximations (dashed lines for the<< 1 approximation
respectively, wher® < ¢’ < A/2. Be aware that the choice of and dashdot lines for thA >> 1 one) as a function o\ for sev-
the strategy determiningat the embedder could be different of that eral values ot. The theoretical values fakh << 1 corresponding
used for choosing’ at the decoder; for instance, in [4], the authorsto ¢ = 0.1A andc = 0.9A on the one hand, and = 0.3A and
implicitly use the second strategy proposed in the current paper far = 0.7A on the other hand, are overlapped.
embedding, but the first one (i.e., minimum distance) for decoding. 10’ ———

T

c'=0.054
o ¢'=0.25A
O ¢'=045A

3. PERFORMANCE ANALYSIS

3.1. Power Analysis 10°

Given that the components of the involved vectors are i.i.d., the em- o
bedding power is given by

enLA«FA«#Tfu

1 A/2 0o .
K/A/2 Z /A+ —e (Jzl —e )" fix (|z])dz | dr.

m=-—o0

Following an analysis similar to that in [3], it can be shown that if

the host signal follows a zero-mean Gaussian distribution, 4fen 402 08 e W
is proportional tao%. On the other hand, for the case of arbitrary
host signal distribution and << 1, Fig. 4. Empirical (symbols) and theoretical (lines) decoding error
1 probabilities as a function dk. cx = 100 andox = 1. Concern-
oy ~ Oiﬁ [® + (A -¢)%], (3) ing ¢, circles are used for = 0.1A, squares foe: = 0.5A, and

diamonds fore = 0.9A. Results fore’ = 0.05A, andc’ = 0.45A
being a symmetric function efaroundA /2, with a global minimum ~ aré overlapped.
atc = A/2, i.e. when Logarithmic DM is used. On the other hand, assumed, without loss of generality, that 0. Following an analy-
in the A << 1 scenario the maximum embedding power will be sjs similar to that made in [3], it can be shown that
achieved wher = 0 andc = A/2.
Concerning the cas& >> 1, it can be shown that, ~ 20 nel/2e

”%fc ; this result can be interpreted as an increase in the embedding ~ Aoy sin (<Y

power produced by the increase in thffectivehost power when a

largerc is used. Specifically, from (2)y; can be seen to be mul- Be aware that whenevef = 0 or ¢’ = A /2 the last formula will be
tiplied by e=2/2; therefore, larger values afwill inflatethe host  ill-defined, as we have thatx /on >> 1, but also the sinusoidal
in the quantization stage. Although tiie >> 1 case is a some- function in the denominator will go t0. In any case, following this
what non-realistic scenario, it is also analyzed here as it provideapproximation the probability of decoding error will be minimized
valuable information about the trend of,, when it deviates from whenc — A and¢’ = A/4. Indeed, it is straightforward to see
the A << 1 approximation. Fig. 3 shows the accurateness of thehat even if the embedding power approximationfok < 1 holds,
proposed approximations for different values:of one has to face a trade-off between the probability of decoding error
and the embedding power when choosing ¢healue, although in
that particular case the best choicecoWill obviously lie on the
interval[A /2, A]. This situation is even more complicated when the
It is straightforward to show that the probability of decoding er-embedding power approximatiah << 1 does not longer hold, as
ror when the minimum distance decoder is used is givePby= in that case one should consider the full intef@alA]. Fig. 4 shows
Pr{|mod(log(|Z:|) — D; + ¢ — £,A)| > A/4}, where we have the good fit of the proposed approximation.

e

3.2. Probability of decoding error
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Fig. 5. Empirical BER vs. JPEG Quality Factor for DM and Loga- Fig. 6. Empirical BER vs. PSNR for DM and Logarithmic DM

rithmic DM. Watermark introduced in thex 8 block-DCT domain.
Repetition Rate= 1/100. Apm = 30, ALog. pm = 30

4. EMPIRICAL RESULTS

attacked with AWGN. Watermark introduced in thg 8 block-DCT
domain. Repetition Rate: 1/100. Apm = 30, ALog. om = 30

5. CONCLUSIONS

In this work we propose to follow Weber's law to produce percep-
tually shaped side-informed watermarking systems. Although this

In this section the performance of Logarithmic DM, in terms of the
probability of decoding error, will be compared with DM results. o |
In order to provide a fair comparison, a state-of-the-art perceptu
assessment measure is used to quantify the impact of the embi
ding for both methods: the Structural Similarity Index (SSIM) [5].
Grayscale versions of the LIVE Image Quality Assessment Databa
Release 2 [6] images were used for conveying the information; th1:=n
watermark is embedded in the AC coefficients of &he 8-block
DCT, using a repetition rate df/100 and a pseudorandom permu-
tation of all the AC image coefficients. Be aware that Weber's law
is usually taken into account in the perceptual distortion literature
by considering those coefficients (e.g. [7]), or linear combinations
of those coefficients and the corresponding DC ones (e.g. [5]). Fo[r1
the sake of simplicity, and although not being the optimal criterion, ]
minimum Euclidean distance decoding will be applied.

Whenever Logarithmic DM is considered, in those coefficients
with smaller values ok the watermark will be prone to attacks, due o
to the smaller size of the quantization region. Due to this, not all thé ]
components ok will be considered for decoding each information
bit, but just thosé& components with the largest amplitude.

Fig. 5 shows the obtained Bit Error Rate (BER) as a function of; 3]
the JPEG Quiality Factor applied to the watermarked signal; on th[e
other hand, Fig. 6 shows the BER as a function of the Peak Signal to
Noise Ratio (PSNR) between the watermarked and the received sig-
nals when AWGN is added to the forntein both casef = 2.6 for
Logarithmic DM, andA = 30 for DM. These values were chosen in (4]
order to provide similar perceptual distortions; specifically, the ob-
tained average SSIM between the original host and the watermarked
signal is0.921 for Logarithmic DM and).905 for DM.

From these plots one can conclude that Logarithmic DM seemg’]
to be a better choice whenever the watermarked signal is expected to
undergo very severe attacks; this is a reasonable result, considering
that the few centroids used for Logarithmic DM decoding will be
very distant, and hence highly robust. On the other hand, when thé]
expected attack is not so strong, DM could be a better choice, prob-
ably due to its better behavior for small values of the host signal.

[7]

3The PSNR is defined as PSR z) = 10 log; ||y —z||?/(L-2552)].

principle was already followed for justifying Mult-SS, to the best of

r knowledge it had not been previously applied to side-informed
ethods. This approach yields a generalized version of a logarith-
ic DM method formerly introduced by the authors, in the context of
watermarking schemes robust against scaling. Formulas accurately
%ﬁjantifying the performance of the proposed generalized scheme,
terms of embedding power and probability of decoding error, are
provided. Furthermore, experimental results show the good behavior
of the proposed scheme against severe attacks.
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