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ABSTRACT on the other hand, full homomorphisms, like Gentry’s [3], able of

i . - executing any circuit without the need of decryption, are still not
The field qulgnaI Processllng n .th.e Encrypted Dom{gi .ED) has practical, due to the huge size needed for the ciphertexts.
emerged in order to provide efficient and secure solutions for pre- o . . .
X ) - There have been notable contributions [1] involving the combi-
serving privacy of signals that are processed by untrusted agents. __.. oo . )
X . L9 nation of garbled circuits (for non-linear operations) and homomor-
In this work, we study the privacy problem of adaptive filter- . . . A .
. ; S A phic processing, and also private collaborative filtering [4], posed in
ing, one of the most important and ubiquitous blocks in signal pro- . - : )
; . . a.scenario where many parties must be involved, and thus, not appli-
cessing nowadays. We examine several use cases along with their, : A
A o . X . able to our setting of secure adaptive filtering.
privacy characteristics, constraints and requirements, that differ in In this work. we present secure solutions for brivacy-preservin
several aspects from those of the already tackled linear filtering and ’ P P yp 9

classification problems. Due to the impossibility of using a strategyf92Ptive filtering that involve homomorphic processing with packing

based solely on current homomorphic encryption systems, we pr trategies, garbled circuits and interactive protocols, for overcoming

. : : he limitations of the three technologies, while profiting from their
pose novel secure protocols for a privacy-preserving executitre o .
BLMS (Block Least Mean Squares) algorithm, combining diﬁeremrespectlve ?dvgtr;]tages. We tfll:e t_helBLMS [|5] (?Iock IL(te_asT M(_aan
SPED techniques, and paying special attention to the trade-off bé_quares) algorithm as a prototypical exampié ol a reiatively sim-

tween computational complexity, bandwidth, and the error produceal'.3 but powgrful gnd versatile adaptlye filter, and we F’F’“F“'ZE the
due to finite-precision implementations. privacy solutions in terms of computation and communication com-

plexity, and the effect of fixed-point arithmetic on the output error.

Index Terms— Privacy, Adaptive Filtering, Iterative Methods, The used vectors will be represented by lower-case boldface let-
Complexity, Error analysis. ters. The encryption of a number(components of vectae) will be
represented byz] ([x]). The operations performed between en-
1. INTRODUCTION crypted and clear numbers will be indicated as if they were per-

formed in the clear; e.g[X] - b will represent the encryption of
Signal Processing in the Encrypted Domain [1] (SPED) is an emer}X - b]. Finally, communication complexity of each protocol will
gent research field that has arisen to effectively tackle the privache denoted by (., measured in bits.
problems involving signal processing, covering the multiple ap-  The structure of this work is as follows: Section 2 presents
plication scenarios where the need for privacy is clearly presengome prototypical privacy scenarios for adaptive filtering; Section 3
mainly those in which biological signals (fingerprints, faces, iris, sketches our privacy solutions; Section 4 gives the error analysis and
DNA, ECG signals, MRI images,...) are involved, as they holdthe complexity results for them, and Section 5 concludes the paper.
extremely sensitive information about users or patients. While the
most efficient SPED primitives are those that perform linear fixed
operations (like encrypted DCTs or linear filtering) through homo-

morphic encryption, most of the times Signal Processing needs to . . . . .
resort to adaptive filtering algorithms, due to their greater flexibility, V& Will consider two partiesd and3, both using an additively ho-

higher responsiveness to changes in the environment, convergen@%morph'c crg/ptosystem in anlasyhmmdetrlc sc_enakno, wlii;enan
to the optimal fixed solution in a stationary environment, and thei®MY €ncrypt, butd possesses also the decryption key, and can per-

optimality when the information about the signal characteristics id°"™M Poth encryption and decryption.

not complete, offering a much better performance than fixed fil-  The studied scenario of private filtering represents a problem
ters. Current homomorphic cryptosystems cannot directly deal witlf Private data processing, in which one pafiyhas clear-text ac-
adaptive filters due to cipher blowup after a given number of iter-C€SS to the to-be-filtered sequencg while the other partyA will
ations (cf. [2]), as the scale factor used for quantizing the input®rovide the reference sequentg both parties’ inputs must be con-

before encryption increases after each homomorphic multiplicatiorﬁea|9d frqm each other.. The system parameters can be known by
both parties or be provided by one party; in our case, we assume

This work was partially funded by Xunta de Galicia under pot§ “Con-  that the update step is agreed by both parties. The outputs of the
solidation of Research Units” 2010/85, SAFECLOUD (ref. 09014CT), algorithm (the filtered signa},, and the updated filtew,,, with Nz
tSh(éAslblta(zgﬁ &ienfi'stlrgz?é?:?ffczegisfﬁnigsa\égﬁ%é:i@%ﬂ%@&é coefficients) are provided in encrypted form, in order to be input to
(ref. CSD2008-00010) of the CONSOLIDER-INGENIO 2010 Peogy by & SubSeduent private protocol.
the Iberdrola Foundation through the Prince of Asturiasdgveti Chair in In- Assuming semi-honest parties, our protocols can be proven sta-
formation Science and Related Technologies, and by the SpatEC FPU  tistically secure under the random oracle model through a simulator
grant ref. AP2006-02580. argument, due to the use of sequentially composed secure subblocks

2. PRIVACY SCENARIO AND TRUST MODEL




and the semantic security of the underlying cryptosystems. Somé&he usual choice oN, for the Block LMS filter isN, = Ng, as it
of the scenarios, mainly relatedrultiuser communicationsvhere  yields the minimum computational complexity.
these private protocols can be applied; are The packing factor&™* are chosen to be powers of two; thus,
Private Interference Cancellation The privacy of the involved  the bit-conversion protocol automatically unpacks the numbers with-
signals’ owners must be protected from the respective receivers. out any extra complexity, and the conversion to homomorphic en-
Private Adaptive Beamforming: Privacy stems not only from  cryption after the circuit evaluation is performed for each unpacked
the signals, but also from the spatial position of the transmitters. number in parallel.
Private Model-Reference Adaptive Control (MRAC): Used
in_ many industrial contexts like robqt manipulation, ship St_eering'AIgorithm 1 Hybrid Block (HB) PrivateLMS Protocol
aircraft control or metallurgical/chemical process control. Privacy in — -
this setting involves the parameters of the controller and the behavi%’p“ts' A [dn]; B: un, [wol.
of the controlled system. utputs: [yn].
Current privacy-preserving solutions cannot be directly applied 1. B packs the input vector a§(j(-k)
to these scenarios due to the cipher blowup problem. We present in Uk Ny+i—j:J =1{0,..., Ng — 1}.
the next section our novel solutions, that have a direct application 2. 4 generates the firsk. < Nier garbled circuits for unpacking and
in the aforementioned scenarios and yield efficient private protocols parallel rescaling, and sends themApthe circuits for the remain-
that overcome cipher blowup with an optimal trade-off between pre- ing iterations can be generated and sent during the execotithe
cision and complexity. previous ones.
3. for k = 110 [ Niter/Np |

Np—1 gn,+3
Zi:o onz+3ny |

3. PROPOSED PROTOCOLS (a) B multiplies [y} ] = [w] - X *), and apply the bit conver-

sion protocol tq[y;, ].

In this section, we present different approaches in order to tackle the (b) B gets, through oblivious transfe(), the input keys to ini-

private implementation of the BLMS algorithm, and to overcome
the limitations that the sole application of current homomorphic en-
cryption (cipher blowup) and garbled circuits (high bandwidth and
dependence on the representation bit-size) has in our scenario, while
preserving an acceptable MSE. The cipher blowup problem is a se-
rious drawback, as it limits the number of allowed iterations of the

adaptive algorithm t&Vmax iter = Ll:i”ghjf , Wheren,, bits are used

for representing each input, withy bits for the fractional part, and
neipher DEING the bit size of the maximum representable number in-
side the cipherNmax iteris a few tens for typical values.

tialize the circuit corresponding to thHé" iteration and exe-
cutesiit.

(c) The resulting[yx.n, +:s,¢ = {0,...,Np — 1} is con-
verted back to a homomorphic encryptifgy. n, +:],7 =
{0,..., Ny — 1}, and then outputted.

d) B obtains[[ejg,Nb_H]]
{0,..., Ny —1}.

(e) Bmultiplies [Aw] = S F N T ei] i v 1.

(f) Bupdates the coefficients vecfapy 1] = [wi]+[Awg].

= p- ([de-ny+i] = [Ny +])s 7 =

3.1. Hybrid Implementation

We have developed a hybrid protocol with a packing strategy for )
block processing (Alg. 1) that uses homomorphic computation foB.2. Fast Implementation
the bulk of the algorithm, and a quantization circuit to avoid blowup.

Conversion protocols from homomorphic to binary representatiorﬂ)-lh% hybrlc_jtblobcli ?LOtOCOl IS fa_tr moreteﬁlcller_lttth%n using only Ear-d
and vice-versa are used to connect both parts of the protocol. ed circuits, but the conversion protocols Introduce an overnead,

We can argue that the optimal balance between both parts iﬂnd the fact that the input values to the rounding garb_led circuits are
terms of efficiency is reached when applying quantization at everg_ene_rated on the fly prevents much of the preprocessing that gz_irbled
iteration, when the scaled output of the filtgr is obtained (cf. Circuits would need_ to compen'sate the complexn_y of the oblivious
Alg. 1), using a quantization step 8#"/ to recover the initial pre- transfers. The gap in computational complexity with respect to only

cision of ns fractional bits. This strategy achieves the minimum of using homomorphic processing is too big (cf. Section 4.2), espe-

communication complexity for the used garbled circuit (one quanti-Clally when using a high precision bit representation. In order to

zation circuit per output sample), and also the minimum computatiOIII'ghter_1 that gap, We can S_“b_St'tUte the_ circuits by an approximate
complexity (it keeps a constant scaling factor and avoids rescalin unding protqcol with statltst!cal securlty (Alg. 2). ltcan be seen
operations). A finer step is used for the quantization of filter coef- at the rc_)undmg error that it !ntroduces IS hl'gf}ef than Fhat of alin-
ficients @ - ny fractional bits), resulting in an improved behavior in ear quantizer, and it is not un_lform betwe[e_%,i), but triangular
terms of MSE (cf. Section 4). between—1, 1), thus duplicating the quant|ze_1t|_on MS_E.

The packing strategy [6] keeps a block &, input values into F-g;e aIIovxT/Led number of paCFgg) coeﬂlglent_sn is reduced to
the same encryption, that must be subjected to the same joint prély = < ;. Fn], instead ofN, < [=5—], where
cessing. Hence, the filter must be kept constant for each group ef, = n. + 3n is the maximum number of bits that a coefficient
packed samples, and we take advantage of the block structure of then occupy, anchsec is the number of security bits required for
BLMS algorithm [5], with update equation the protocol. In this case, the approximate rounding protocol also

performs the unpacking of the results. The implementation of this

Np—1 ) ) ;
B 4 1 fast protocol substitutes the generation and use of the garbled cir-
Wai1 = Wa Y Unnpricen Nyt ek =dk — Yk () guitsin the hybrid protocol by the much more efficient approximate
=0

rounding protocol. The disadvantage is that the rounding error rises;
however, this is by far compensated by a reduction of the complexity
gap with respect to the solely homomorphic solution.

IFurther details of the application of our protocols to thesenarios can
be found in [2]; we omit them here due to space constraints.



Algorithm 2 Approximate Rounding and unpacking Protocol optimum Wiener filterw™, trR is the trace of the input covariance

Inputs: A: Quantization step = 2! and a security parametege.; matrix, N, is the block size andandd are factors reflecting the way
B: [zpacd = [SoNV0 2y - 20 (e tnseet D] A = 20 n quantization is handled in multiplications: = 1 if only the result
ot T T N o fyn = wl - u, is quantized, and — Nj wh tization fol
Outputs: {[[Q,A(Ii)}]}]_\ﬁ,ofl. of yn = w, - un is quantized, and = Nz when quantization fol-
(;; lows each intermediate product, while= 1 when each product in
1. B generatesr; " €p {2™71,.. 27l 4 omdneee} i = Sh o)y is individually quantized, and = 0 otherwise.
{0,..., Ny — 1}, with which he homomorphically shifts and ad-

It can be seen that, wheh= 0, BLMS reduces the sensitivity to

ditively blinds the packed encryptions{zy”’] = [zpecd +  the quantization error in the filter coefficients, that has a much more
[Nt :cﬁb) -2 (et nsect )] critical and noticeable effect than quantization of the input values
2. A decrypts and unpacks:(®} Yo ~1. wheno? ando?, are comparable, being BLMS much better behaved
i Ji=0 than LMS; nevertheless, whert > o2, BLMS and LMS produce
3. Both parties apply a linear quantizer with st&p = 2' to their  a similar MSE. The hybrid block protocol presents an error at the
clear-text vectors component-wise, obtainilﬁ@A(gcl(.“))}f.\]:”(;1 output given byodg = o2(1,0, N;), while a protocol based solely
and{Qa (z{")}2, ", respectively. on garbled circuits would yieldZc = 02(Ng,1,1). For the fast

protocol, the quantization error has a different shape, but the inde-

4. Aencrypts her quantized vector and sends the encryptiohsd#&c . . .
P d P pendence assumptions can be applied exactly as in the other proto-

5. B homomorphically unblinds the quantized encrypted values ob- o g—2npy
tained from.A, obtaining the encrypted quantizations of the original cols, witho7 = 6 -
values{[Q (x5 = {[Qa (=] — Qa (=)} . Fig. 1 shows a representative case of the excess MSE (i.e.,

E{e’} — o7 ms.,) W.rt the infinite precision BLMS, obtained
for varying bit-size of the fractional part. The theoretical approx-
imations given by Eq (2) are labeled with the subindéx and
the experimental resuftswith ezp. The hybrid protocol (HB for

= Ng and Hy for N, = 1) presents a much lower MSE than a

) ) . Ny
In thls_sehctlon, we c_omplare thel d_evelope(f:! protocol_s_m te;fms O[Srotocol based solely on Garbled Circuits (GC), due to the use of a
bandwidth, computational complexity and finite precision effectsyyper resolution for the vector coefficients, and due to quantizing

providing also an eve_tluation of a praptica_l implementation Qf ouronIy outputs, while the fast protocol (FB and FP) presents a MSE
protocols, for measuring actual execution times on real machines. slightly higher than the hybrid protocol, due to the approximate

One inherent limitation to privacy-preserving techniques dealq, antization of the outputs. The block versions do not produce

ing with finite—field based (_encrypti(_)rj is the need Qf using fixed-point; yticeqhle impact on the MSE. The concordance between the
arithmetic. Hence, numerical stability and numerical accuracy of t,h?heoretical approximation and the experimental results in all the pro-

filters come into play. Wh.”? this issue is c_ommor_lly avoided or mitl'tocols is remarkable, given the magnitude of the errors with which
gated by the use of a sufficiently large plaintext size to accommodaig,, ;.o working, assessing the validity of Eq (2).

the needed precision, it is necessary to predict which is the required
precision and the needed plaintext size for keeping the output MSE

4. FINITE PRECISION EFFECTS AND EVALUATION

within a given bound. We extend the error analysis of adaptive algo- 107
rithms working with fixed-point arithmetic and apply it to our proto- Tl
cols. We assume that the inputs and outputs are quantizechwith w0y Tl

bits for their fractional part (of the total, bits for coding), and the
filter coefficients and some intermediate results are quantized with
n. ¢ bits andn; bits for their fractional part respectively.

Steady-state Excess MSE
/
|
[

107 __ ac, I
Neglecting the overflow effects and assuming statiodarand PR PP
uy, [7] with varianceso ando?, i.i.d? w,, and uniform and in- I o
dependent quantization errors of the inputs (with variamte= . ron
—2n A . . . —2n .
2 L) and intermediate values (with varianeg¢ = 2", and Pl es s es_ G0 ws 41 as
—2n ) . . . .
o2 = 2" for the filter coefficients), it can be shown that the

output average MSE in steady-state for the BLMS algorithm is [2] Fig. 1: Steady-state excess error for varying fractional pregisidth ., =
48 and N, = Ng = 12 for the block protocols.

;l,o'%mtfR

2-urR The value ofN, is limited by the maximum plaintext size and
% +d- (NE va;l o2 + o?tr(R)) the number of bits used for representing each number. Thus, Eq. (2)
can be used together with the packing limits for the block protocols
. .2 o ) NP < L%J,Nﬁm < [ "= for finding a trade-off
woo ((1 tegh vl ) UR+ ”mi"NE> ,,  between the committed error due to the used precision, and the com-
@ plexity of both protocols, dependent on the number of coefficients
that are packed together.

. 1
02 (6, Ny) =02y + + (1712 + Juohae ) o + co?

2 — p2NptrR

+

2u — u2NptrR

where the first two terms correspond to the error of the (B)LMS fil-
ter with infinite precision, and the remaining terms stem from quan 3 - o )
tization. In Eq. (2),a§“n _ 03 — w*E{dyu,} is the error of the Obtained as the_ average errorf9r40968 iterations in stetaty regime,
for the system identification setup wittf = 0.25, 02 = 0.2821, u = 278,
2The calculations can be generalized to any through the rotated or o, = 2.5 - 107% ando7 ;¢ = 2.5147 - 10~°. A protocol based
uncoupled coordinate space, but the i.i.d. case is rep@seanenough of  solely on homomorphic processing would experiment cipher hipwefore
the effects of fixed-point precision on the output error. reaching the steady-state.




4.1. Bandwidth homomorphic computation protocol is completely unusable due to

In terms of bandwidth, the two developed protocols present the folSiPher blowup. For the fast protocol, the packing does not improve
lowing communication complexity, (with XOR gates free of com- on the computational load, as it requires a whole unpacking proto-
munication for the used implementation): col for each of the packed numbers, yielding the best efficiency for
Ny = 1.
CuBem =Cryem = (Ng — 1 4 3Nier + 5N Niter) | Er | b
+ Niter| Ec | (19n4 + Tnsec+ 24ny),

CrBem = ((3 + Ni> Niter + N — 1) |Egl. b~
b

Both have a complexity linear in the number of iterations, size of the e

filter and size of the encryptions; while the hybrid protocol’'s com-

plexity is linear on the bit size of the numbers and independent of the

number of packed coefficients, the fast one presents a significantly Fe

lower overhead, of the same order as using only homomorphic pro-

cessing. Fig. 2 shows the number of communicated bits for each

of the protocols (including a homomorphic processing protocol HP R

with no requantization, as a reference) when varying the filter length

for a fixed number of iterations. The bandwidth using only garbleq:ig. 3 Aggregated computation time @048 bits moduli, | E¢| = 224,

circuits (GC) is orders of magnitude higher than that of the fast SO;, .= 80, ny — 32, ns = 16, 48 iterations and increasing filter size.

lutions, while the hybrid protocol yields an intermediate complexity.

time [s]
-
)

5 6 7 8 9 10
Size of the filter

o e 5. CONCLUSIONS AND FURTHER WORK

10% - - —-ComPgeem | g

_ . compy, We have presented the problem of privacy-preserving adaptive filter
o | ComPepn | | ing, with several representative scenarios. We have proposedkeve
novel solutions for tackling the cipher blowup problem, employing
wioo ] different SPED techniques with an optimal trade-off in terms of com-
plexity and precision; we have implemented all our novel protocols
W - for the Private BLMS algorithm in a working prototype, evaluating
it in terms of bandwidth and computational complexity and conclud-
ter tength. % 3 2 ing that interactive approximate protocols with statistical security
can yield much more practical solutions than garbled circuits.
Fig. 22 Communication complexity as a function of the filter length with We have analytically studied the effects of fixed-point precision
50 iterations for|Ey| = 4096, |Ec| = 224, nsec = 80, N = on the output error in steady-state. Our fast protocols are almost as
min (NE, = ‘+;'c7.$:e;nsecj)' ne = 32,n; = 16. robyst agalnsF guantization errors as.the original (B)LMS algorithm,
@ : while presenting low complexity. This work opens the door to fur-
ther research and improvements in secure adaptive filtering, setting
the basis and a reference implementation for the development of new

4.2. Computational Load solutions.

Communicated bits

10°

In order to evaluate the computational complexity of the protocols,
we have produced a C++ implementation using the Cinshglurik
cryptosystem with some efficiency improvements in modular expoz. ; . N ) .
nentiations, arXOR-free garbled circuit solution, efficient oblivious [1] “SPEED Project. http.//Www.speedprOIeE:t.eu/

transfer (OT) protocols with EC-EIGamal encryptions (cf. [2] for de- [2] J- R. Troncoso-Pastoriza and FerBz-Gonalez, “Secure adap-
tails), aiming to the most efficient algorithms currently available for  tive filtering,” Submitted to IEEE TIFS010.

implementing garbled circuits. In order to measure only computaf3] C. Gentry, “Fully homomorphic encryption using ideal lattices,”
tion times, we have neglected the communication stack, and we have in STOC'09 Bethesda, MD, USA: ACM Press, May-June
run in the same core the client and the server sequentially. Fig. 3 2009, pp. 169-178.

shows the resulting aggregated computation timea function of 4] Z. Erkin, T. Veugen, T. Toft, and R. L. Lagendijk, “Privacy-
the filter size. The protocols involving garbled circuits are the mos{ Preserving Centralized Recommender System,” AGM
expensive ones, due to the load that OTs impose without precom-  g|GKDD, 2010.

putation. The packing performed in the block protocols allows for,
OT reductions, greatly improving computational loadNdas= Ng
increases. The execution times of the fast protocol are several or- ) ] )
ders of magnitude below those of the garbled circuits solutions, antp] J. R. Troncoso-Pastoriza, S. Katzenbeisser, M. Celik, and
slightly increase the complexity of a solely homomorphic computa- ~ A- Lemma, “A secure multidimensional point inclusion proto-
tion protocol due to the addition of the rounding protocols. Thisisa ~ col." in ACM MMSEC'07 Sept. 2007, pp. 109-120.

remarkable result, as without this rounding subprotocols, the whol§7] C. Caraiscos and B. Liu, “A roundoff error analysis of the LMS

adaptive algorithm,JEEE Trans. on Acoustics, Speech and Sig-
4tested on an Intel Core2Duo processor at 3 GHz with 4GB of RAM nal Processingvol. 32, no. 1, pp. 34-41, Feb 1984.
running a 64-bit linux distribution. ' ' '
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